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[T] Securitzacié del WordPress

Description

Securitzacio del WordPress

Justificacid: Per garantir la seguretat, la integritat i la disponibilitat del portfoli del nostre
cicle, és necessari aplicar un conjunt complet de mesures de seguretat a WordPress. Aixo
evita accesos no autoritzats, atacs de forca bruta i perdues d’informacié en el nostre
entorn de treball.

Mesures de seguretat aplicades:

« Us de contrasenyes fortes i usuaris segurs: Evitem I'Gs de noms d’usuari
generics com admin i configurem contrasenyes complexes amb lletres, nimeros i
simbols.

 Instal-lacio de plugin de seguretat : Configurem la proteccié contra atacs de
forca bruta, el bloqueig d’intents d’inici de sessi6 fallits i el monitoratge d’activitat en
temps real.

o Copies de seguretat regulars amb plugin: Configurem la realitzacié de copies de
seguretat periodiques de la base de dades i del contingut per poder restaurar el lloc
web en cas de fallida.

Estructura del Portafolis i pagina directori: El portafolis s’organitza de manera clara i
funcional mitjancant categories i menus. S’inclou una pagina directori completa amb
enllacos operatius que vinculen correctament tota la documentacié de les tasques i
projectes realitzats per tots els integrants de I'’equip.

ler pas: Tenir una contrasenya forta, a internet hi han un munt de webs que et diuen si la
teva contrasenya és prou forta, la meva recomanacié es gue facis servir una que tingui
majuscules, mindscules, nUmeros, caracters especials. O si vols pots fer servir una que
sigui molt complicada per a q no la adivinen mai y la guardes a un gestor de contrasenyes.
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n NordPass® Empresas v Personal ~ Precios Socios v Recursos v

¢Como de segura es mi contrasena?

Tomate un momento para comprobar si tus contrasefas son faciles de
adivinar para los delincuentes

Solidez de la contrasedia: SOLIDA

Tlempo que se necesita para descifrar tu contrasena: siglos

Compaosicién de la contrasena

© Almenos 12 caracteres

@ Minisculas

@ Mayusculas

@ simbolos (7#@...)
Numeros

¢5g/ha visto expuesta anteriormente esta contraseda en filtraciones de datos?

© Nae andongrava tlltraciones!

basado en haveibeenpwned.com

2n pas: Instalacié de plugins, instalarem el WPS hide login. Que la seva funcié consisteix
en amagar la URL del teu wordpress tant la de admin com la de redireccié.

Enjaying WPE Accordion Manu?

#* You dusarve it
sgarch Besults WPS hide |
WPS Hide Login tall How WP Hide & Security xall How Jetpack - WP Security,
= Enhancer Backup, Speed, & Growth
j‘x"}\ . -
e
Last Updated: 2 month 2 Last Updated: 3weeks ag 3 4 Las
¥ Compatible with your v L L Act tallat ¥ Compatible w r Fin Millicin Active Inst r + Compatible

Hide My WP Ghost — all Mows WPS Limit Login e WPS Cleaner
~ Security & Firewall . ) ) o - o

3er pas: Ara un cop instalat vas als teus plugins i fas clic a settings del WPS hide login.
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[0 setpack Security, performance, and marketing tools made by wordPress experts. Jetpack keeps your site probected 0 you can fotus on more important things. Enal
My Jetpack | Saxtingg | Desctivate Version 16.2 | By Automattic | View degaits |

O There s 2 new version of Jetpack avallable. Yiew version 16.3.1 defails or update now

[] PDF Generator For WP POf Generator for WordPress pluginallows to generate and download POF files from WwordPress sites scross multiple platformes in just one dick. Elevate your Enal
Sattings Depotivate eCammeree shane by exploding Mare oh WP Swings, Elavale your e-fammends sbars by explaring mors on WP Swings

Viersion 1.6.5 | By WP Swings | iew details |@;:, ma| a Documentation | (&) Video | ) Suopart | 3 Services

[ wordPress Imparter Iimport posts, peges, comments, cuskom Fields, categories, tags and more frem a WardPress export File, Enal

Deactivate Versian 0.9.6 | By worderessdetors | view details

[ wPB Accordion Menu or Categary o miy display the WiordPress meny or any categaories in a nice accordion with submenu and subcategory support by using the WPE Accordson Menu or Category Plugin. Fo Enal
Degctivate | Arcordhons | Docs | Upgeads te Pra waolommeroe websites, i can be really heloful.

Version 1,87 | By WPBean | View details

Protect your website by changing the login URL and preventing access ta wp-laginahp page and wp-admin directory while not logged-in Enal

ersion 1.9.19 | By WiServeur, Nicolaskulka, wolormation | Wiew details

[0 wevibe - Connect Your Site to Claude, ChabGPT & Al ASSISERRES.  Connect any A assistant o your WordPress site, Manage content, edit themes, and automate site Lasks with Claude, ChatGRT, Cursor & more via MCP: Enal
Deqetivate Versian 1.20.3 | By SeedProd | View details

O There is a rerw versian of WPVibe - Connect Your Site to Claude, ChatGPT & Al Assistants available. View version 1.20.5 details or undate now.

[ Plugin Descriptian At

Bulk actions w Apply
Oaf~ .

4t pas: Ara poses al teu gust tant el login“URL.com la Redirection URL posant el que
vulguis per aixi tenir més sequretat.

L\
Time Format 0 6:20am g:ia

O 6:20 AM g:i A

O 06:20 Hzi

(O Custom: gia

Preview: 6:20 am

Documentation on date and time for

Week Starts On Monday

WPS Hide Login

Need help? Try the support Forum. This plugin is kindly brought to you by WPServeur (WordPress specialized hosting)
Discover sur ather pluging: the plugin WES Bi
You want to find out how to si

r —————
Login url https:/fbestrada. inscastellbishal.net/ g ] /

Protect your website by changing the login URL and preventing access to the wp-login.php page and the wp-admin directary to non-connected peaple
Redirection url https://bestrada.inscastellbisbal.net/ f

redirect URL when someone tries to access the wp-login.php page and the wp-admin directory while not logged in

5e pas: Ara instalarem el plugin del UpdraftPlus, que serveix per a fer copies de seguretat
del teu wordpress a altres llocs, en el meu cas al Drive.
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UpdraftPlus: WP Backup &

Migration Plugin

More Details
Backup, restore or migrake your
WordPress website to another host or
Upd raftP[us domain. Schedule backups or run
manually. Migrate in minutes.
By David Anderson / Team Updraft
' & & & & ACLTH) Last Updated: 16 hours ago
4+ Million Active Installakipns + Compatible with vour version of WordPress

6e pas: Ara configuraras I'Updraft i el cor@iﬂ%mél}t?rma on vulguis tenir les

copies de seguretat.

® Welcome to UpdraftPlus!

¢ Back Step 6 of 6

v/

You're all set

UpdraftPlus is ready to protect your site.

Go to settings
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7e pas: Configurar cada cuant temps vols fer la cépia de seguretat o ferla manualment i
fer clic a Backup now.
WP-Optimize
s After you've backed up your database, we recommend you install our WP-Optimize plugin to streamline it for better website performance. WP-Optimize

emium | Bloas | Taitter /% | Supoort | Hewsletter sioo-un | Lead develooer's homegaae | Bocumentation | Mare plugins - Version: 1.26.%

Backup [ Restore Migrate [ Clane Settings Advaneed Toals Premium [ Extensions

HNext scheduled backups:

Files: Database:
Mothing currently scheduled Nething currently scheduled Backup Now

Thu, October 15, 2026 0709

8e pas: Revisar que la copia s’hagi fet correctament al Drive.

Nom Matiu del suggeriment Propietari Ubicacid
a backup_2026-10-15-0T06_P0rtf'uli_B_in1_E_ﬁl;ﬂda:M_ci1‘Ed. L'ivagcroat - 07 ‘ il W UpdraftPlus
a bal::kup_2026-‘|0-15-DTOé_PortfoIi_Biel_Esuada_ﬂeca;d_... ’ L_ha; ph_'b_ at » 9;3? ‘ o B UpdraftPlus
B backup_2026-10-15-0706_Portfoli_Biel_Estrada_8ecalSd.. L'hascreat - %:07 i o B UpdraftPlus
B backup_2026-10-15-0706_Portfoli_Biel_Estrada_8ecalSd...  L'has penjat- .07 T g i ] I UpdraftPlus
ﬂ backup_2026-10-15-0706_Portfoli_Blel_Estrada_SecalSd.. L'has creat « %:07 i ] I UpdraftPlus

Date Created
October 6, 2026
Author
biel-estrada
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